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NETCenter IhBEE 4 — Task Monitor ((EF5EZ1Z=4E4R)
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NETCenter INgEE4H — Asset & Report (BEEEIE)
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NETCenter Ih8EE4 — Log & Record (LOGAC#%)
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NETCenter TIBEtE4H — Virtualization (ZilFthEIE)
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BIEE BT — RS EZ Drill Down EE2H

0 bps 10.1.61.251:Gi024, 0 bps 10.1.51.254:G2A11,

1555 10.1.61.25 1610723 e e B8 10.1.51.264: G101,

aibmh 6
20M

150K

h [ $h 4 RO e
ufiiEZaYES TR R o iz
10 bos 172.25.10.254: G103 1 bps 50.0.0.1:G0N,
n»l&,'I 10 bps 172.25.10.254:G1/0/38, 0 bps 40.0,0,1:Gi1,
bps 10.1.71.250F a0 0 bps 172.18.80.253.GrY,

bos 10.1.71.249:Gi1/0/48, 0 bps 10.1.51 2546302,
bps 10.1.71.250:G07, 0 bps 10.1.51.254:G3021,

Bps 10.1.31.251:G0724, 0 bps 10.1,51 254:G211%

I

bps 10.1.31.251:Gi0723, 0 5D 10.1.51.254:Gi10%4,
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) RS Thin AP ER ARSI EIRERR

(ZHjFortinet & Cisco & HPA)

P REHT X SRS
# APER Download(Mbps) Upload(Mbps) I E=D 2ALC 5503
ont_AP 20,10 0.40 #ubarn o
B b7 0
18,160,235 2,32 016
B oo \WLCSS0S
] Aruba-JK 2.05 0.18 2641
273151273 mm g 172
4 2F_172.16.160.227 1.81 016 —
~- Cliert
5 4F_172.16.160.238 1.25 0,29
& 6F_172.16.160.245 1,08 4.04
AP i X
7 Back_AP 1,01 01z
up
8 2F_172.16.160,225 0,70 0,05 e
. O
9 SF_172.16.160.229 0.70 0.06 e
R - - 48 —
SSID (EREHNT AP BEEEHHT x
ESD-1 .10 3F_172.16.160 235
NE TCenter-1 .9 Frort_ap
GUEST .5 TF_172.16.160 242
sywoom-PT |4 2F_A72A6160 215
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iR LHHT REF A E R

APL FHET R AE, X

Which Ipage

# iREE APEiE EREuEl AP IP APFEEH Download(Mbps) Upload(Mbps)

1 ® Front_AP 32 172.25.10.193  FGL2143A7GB 0.00 0.00

2 ® Back_AP 15 172,25.10.194 EGI2233A7X3 0.00 0.00 .
3 . APf8c2.8834.e3e2 0 Ap Tnfo

HostName : Front_AP

APIP : 172.25.10.193

APFFSE : FGL2143A7GB
APZISE : AIR-AP28021-T-K9

1§m % = Download(Mbps) : 0.00

Upload(Mbps) : 0.00

. MAC AddreSS #AEs : connected

. IP Address client Table
. SS I D # Mac Address Host IP SSID Host Info Channel Download(Mbps) Upload(Mbps) Auth Connect Time(min)
[ | Channel 1 bcid0:74:35:d5:2c  172.25.9.11  NETCenter-1  N/A 100 0.11 0.66 ftPsk 42.50
. Download & Upload 2 Bcic6:81:2b:22:c1 172.25.9.27 NETCenter-1 N/A 100 0.05 0.05 psk. 221.53
. . 3 14:85:7f:1e:62:02 172.25.9.30 NETCenter-1 NfA 100 0.04 0.50 psk 51.62
. AUthentlcatlon 4 60:35:e2:6c:3%:b4  172.25.9.15 NETCenter-1 N/A 100 0.04 0.10 psk. 344.00
. Connect Tlme 5 70:59c:dl:c7:26:c6 172.25.10.134 ESD-1 N/A 100 0.04 1.96 psk. 64.83
6 60:35:22:6¢:89:e6 172.25.9.17 NETCenter-1 NfA 100 0.03 0.35 psk 370.08
7 9c:i29:76:C9:a5:18 172.25.9.10 NETCenter-1 N/A 100 0.03 0.11 psk 367.22
8 3e:4f:59:3e:94:87 172.25.9.4 NETCenter-1 N/A 100 0.02 0.04 ftPsk 75.10
9 ¢B8:0%9:a88:1d:70:5¢e 172.25.9.3 NETCenter-1 N/A 100 0.01 0.66 psk. 74.42
10 38:87:d5:c9:1e:b8 172.25.9.5 NETCenter-1 N/A 100 0.01 0.01 psk. 176.17
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@ Cisco_WLC5508 / 172.16.160.250 X
BE0E | AREE | EEE | AFEE | SEEE | AREE | A2 | 8RR | @6 | &6 BT @® SNMP () WMI () API( Fortinet Wireless )
Fontroller table
SNMP 27EiE ciscoro $
# status EMEW folhindd 3y ERFR H#HEIE By APTIE
@
1 . CISCO-C-6F-WLCO1 10.96.24.254 Cisco WLC 5500 FEW2001B01W n = BARE
BAEE @
B ECPURER= Gt Em= APEE HEHRENE R °
Ll
- - 239 56 .
BE [ MultiNode (] SSH
Wi-Fi SSID Channel
- 0 — ke
O ————— 3 CHTVAFI Aty e— 1 —
TNHP-Car  ee— 6 e—
CHTW-Fi(HiNet) -y T —
240 e—
Taiwan e ——— 49 0
1. Free VA-Fi -y 167 mmy il
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NETCenter > SZEE > FERE
ZEHEE WHERE SERTERE BiRkEE
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SyslogIfiAE ® By O FH
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Syslogi E= L HSEERREHE 1 o
Syslog BT # (= EE @
ACS Server IP
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SERTE - NFEHRERTE
BEEE
Smart Alert

W& e
NETCenter > &RERE > EBRE
2ERE BEHS Alert Profile BiEE ] ﬁﬁfiﬁéﬁﬁﬁfﬁ
B LINEEEARRTE

BHRIERE LineBIXIRE MIRRUSERE B SMSEZERTE

B EOARE

FHE

BEERIEHLHEIR I (SMTP Server) 172.25.10.219

W fdigines

Brad Pitt syscom123@syscom.com.tw m
Steve Jobs syscomjj@syscom.com.tw m
Andy Warhol 1000@sy com.tw m
Pablo Picasso syscomG66@syscom.com.tw m
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NETCenter > SEEE >

Be L
Internet Link Alert Q0O
Demo Profile Q0O
= ATM-SWITCH
= Firewall
w O NETCenter [ 10]
@EsD-wWLCss0 @D
@WIN-LSTPNIKEGRED
@WIN-Ma4oPNGRTD .
B EREProfile
B ETEEHEEKE
B ETEREHAE RE-TE
m EENHEHZ  SEAR
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\ | e i B
EpEae 2 oEmes

BAFERERE 0
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& No interface

O All interface
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O Virtual Interface
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O Unit: 0 Slot: 0 Port: 1 Gi.._
©Q Unit: 0 Slot: 0 Port: 8 Gi.._

O Unit: 0 Slot: 0 Port: 4 Gi...

I
g
ﬁlI:I-
fit

B

FEBHEEHE ©BR

O RERRERH

0

BE5E
Smart Alert

O sl i
O boif] LINE
Admin
O Mail
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0 Mail
Newton@syscom.com.tw
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Albert Einstein .
0 Mail
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— Mail

-
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"8 88808

SRR

= @880a8 -
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=~ - 8088
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PRREE E_EgE

ENFEEER o

W= I
BN
Admin
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il
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— Alert Profile &8

HESHSZRE
HE AR AS
Mail «©
Mail «©
Mail

_B

[ | '“""'»_F SER S
m BEHESHEE

bl

SEERRE 1

Off
et

S0

qHELe
Smart Alert

f==% 74
S iE

EH0:00~2ZH0:00

ZH0:00~ZH0:00

ZH0:00~ZH0:00

DTN 53
THE SYSCOM GROUP



Root Cause B iE FARE = 1 A & 57 1 5 4 SR AR

Log#c &%
’ Log Record ‘

— g

Rooted
Device

o

Correlation engine

Slave A o @
Device Alerting A, ':: — Root Event %

Unified dashboard

Multiple alerts showing as one instant alert.
Through Correlation Engine ##liZ2lRoot Cause Identification
Z 2%/ Business Impact
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BHEEE
S_mart Alert

#7 x
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BERE S FEiBcor/LLDPIHE B ENE L O BAFAENE

O NE NEHNS NEER o FRES AN Sl topud
Gion 122-client » -022-1FC2 Connect to
on AEANE NEER b HEER N sEREER

Gio/o/0 ' Core1 Gi 011 . 22-client » § 022-1FC1 i/ Connect to
Gio/on Core1 Gi 0/2 D22-client » § )-022-1FC1 / Connect to
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NETCenter Z#IN8E — SSL /&% I HA I5 & B 2=

E
HEEE
NETCenter > &=ESH > Task BiF Emart Alerj

ICMP Monitar TCRURL Monitor Express Ping Database Monitor I Menitor Eﬁgﬁ%fﬁ%}g{gﬁ_{gﬁ;%fﬁggﬁ
EEEmEE test URL BFEREFFIE

B EHm E®EWE  Hip EE

B & EREFSW BRI -] AMEE (ms) itk &R EEnEsiaE

0O 1 220fewhew hitp:11 728510 220:8888/nm!  running  Alive 200: 0K 2024/01/30 15:14:24 ~

2024/01/30 15:16:24

o ] 2  yahoofewfef m pitps:/itw. yahoo.com/ running Alive 200; OK 2024/01/30 15:14:24 ~
EARE AHEH
" REIE & 2024/01/30 15:16:24

M AR R E
RAEFRTOE Ping AAEaliE BAEFEFAE BERERIERE: 2024/01/30 15:15:33 -
BIERE4IRERIAH

EREFER EinER BEEE

p——— Hipie) Responss . s 50 s e ety spors oo com
Bk L=Sunnyvale

l ST=California

https:/itw.yahoo.com/ . =
BRI Mo e REFE RUSREL i
[ ‘_J_f-'_ " DR EFBEA(BESESH) BiTE CN=DigiCert SHAZ High Assurance Server CA
hitp://127.0.0.1:80 #E OU=www.digicert.com

O=DigiCert Inc

B imREE Always ~ c=Us

15 v B 533 85ch70bb93f4b977acc405646e19838
MR BB N 2024/01/22 08:00:00 .

BB v L
L2

Sensitivity ~ -
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Cisco Devices
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BHEMCEHER

> REn > WEWEIRE
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10 1 @ 13 9@ 7o
@ 2@ 2 0@ n 2
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NETCenter > E¥#E > HeWERE
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EREBEE  EHIT
ERRELN
EHEE: test
#iTE: Admin

EHzMEME: 2023-09.19 09:37:52

IRmER

P

3850-NETCenter NETCNETER 172.25.10.254

BE

2023/08/19 09:37:52

DA A

THE $YSCOM GROUP

%



5 < AR - AR Al

BRI

@ua Cisca-07-55H v2

2o BEEXNE AdmIn B BEENEAE2022/08/30 11:48 & ITE-Admin

WENE
String ~  SSHEnabled
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EHES 2023/00/07 O - 2023/0921 O EREH BRIP4 EBTARRE AEHEZER

3850-NETCenter. NETCNETER 172.25.10.254 2023/09/20 16:33

/09/20 16:....

F2i-Admin TERL 2023/09/20 16

test . 2023109120 16: 3850-NETCenter. NETCNETER x
test S, 2023/09119 13:... FH#A7E: 3850-NETCenter NETCNETER e |
- o = 2023/09/19 11:...
BERES - EHRE - w fest_20230919-1346-22_ok log
7%= A, -+ - i =,
gl. 1T E *EEE 122 *z %n % F8f-Admin 2R 2023/09/19 11

@ Cisco-01-Ei Fdebug - logFRZHH

debug STRING  service timestamps debug datetime ms...

log STRING  service timestamps log datetime msec|...

@ Cisco-02-ZBEER

abe STRING crypto pki certificat. *quit
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(0 Cisco-05-Sysiog 23

18 Cisco-06-SSH

() Cisco-07-55H v2

O Cisco-11-HTTP

BEEAS

SRZRE - MTE
BEL LT NETCenter > 4S¥R > EEWAEE

NE ) =TT

BheasE T Faases

» EHEAEN EBKE RE EREW- NN - 0.
» Other re— 00 T 00T 2 7 . T a 850-NETCenter NET.... test_20230919-0937-5
o v oo -
¥ﬁ- tg E tL—’ Eﬁa ;§ = jo:rc::ﬁ test 20230004-1337-54 3] o+ 3850-NETCenter NET... test_20230731-14194 .| %
= Access Rou
e test 20230830-1150-45 23] o+ Q
= Eage Routes Update test 20230731-1419.48 2} afl+1a
@' ot test 20230719-1112-08 2] s+
E_l. gE E’] iﬂ ?i' W "§ hAX ETER test 20230719-0947-44 2] e+l
*Z (§i], 1i- li“lﬂ:l: % E-I ﬁ’t\ W g\jzm\a o test 20230717-1510-13 ) al+ja
BiatzEBEED oesos -

Ocentos

©

» NETCenter
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Monitor

g4/ ~ 8/ ~ 1HBMISRE - TARREARRE
oERE—SITEEER - o BUIHERX/TxEk B B B RRx EA TR {E

BE o
’! BN RBEDLE/5AR - JBTREREAR/N

RENBREORERERERREFINEE - BEBRERGAERE

Apps Service Port Monitor - IP/TCP/HTML Response E5#%
1= {t7YE Drop/Error Bl E2IREFEE BN ERE
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#r : NETCenter VS HE&ERETLER

BN 28R

SR MRS
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ESXI T HEERES S SRS SR R

7124 13:29 Loading...
me7
@103

e RER

A S#REH 1 mins - BLEHEEESRE

BB Mk

BHRREERANEE

EHE R

u)—--l —

(B B B SUREENREASE  REE - UGS S EHEEN

C. TX/RX #t#0 LA % LIARE E2IRBE I EIR

[ s ARBEGETARTS=EEEAENERE R
1= B.S HEMARE—R - —AMN EREEHEL 1 /)\B2E
o LT ,AJL« CHRIFELERNEGHRER  B/F/B VERSBEE
MRTG | e P D.TX/RX ZRAEERIE
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Monitor
1 e~ :

@ ® :
1 ppmsas D@ \7

| semsn mecan WRENE (7]
@) = @| mszaEE IER{EE-mail
P L1 1o e ———
Q)| TEAREEEE | ()| ELREH -
To: Hsiao,Atman; f@gmail.com;
@ TEFEJH: E*EEI @ [A /E*EI ;u:ne:l :);XI:‘;‘;(NETC nters I 25 2 )

it 41 :DC08-2960-24-SW

18-06-25 11:14:05.

ERAIELl  EEWE2  TEERIE3 e
= K P j

v
CEED

4 )

EEMESEEM
BEREERENS
EANBEBEmMaiIl
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mEERAINEETR

(HTEIRRZAREMEINEEBAERRHEEE TR

NETCenter OID Monitor

-

NETCenter > ZW&Z > Task §if2
.
H 0 St M O n Ito r ICMP Moritor ~ TCP/URL Monitor  Express Ping Database Monitor -
L LRI FGT MARANE
Gor:temp monkar BB ¢ BAEFER BN EHEE o ame | avamsm
Device Reload Check m O 1 FGTBIE session3 1722510247  running i 1.3.6.1.4.1.12356.101.4.1.1 1911204 [ 2022108102 11:11:54

1722510247 running 1.36.1.4.1.12366.101.4.1.1 1 2022108102 11:11:54

1722510247  running 1.36.1.4.1.12356.101.4.1.1 1 2022/08/02 11:11:54

CISCO-CPU

BARE WHEY

ol B Rl{E i Task WAL E

BE] % Task Group s mREmstEE
BREFEEZR
B Response P3tE2 peen
BRE B-RAE U
~ y 7 -
PEARRTE suwe 528

v3all ~

suuprzezwullagh E—

2664 115 Hoin s

B oD
1.36.1.4.1.12356.101.4.1.13

f— ) SMSERES &

15 v B

- J
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NETCenterE{EZENMEBEHFmMETHE
GISESL)

9|
EEEE
Monitor
—~ ._:

S AR B
m—— Cat#R I

BB IN R

4-------------------

N o | SFP-1G-SX

|
|
NETCenter t
ot e

B A BE A% 0V A IR RR

Address Bytes Name HEX Real Value
24-25 2 TX Power High Alarm 3E34 +2dBm
26-27 2 TX Power Low Alarm 03E8 -10dBm
28-29 2 TX Power High Warning 3168 +1dBm
v i ~ s W YaE
30-31 2 TX Power Low Warning 04EB 9dRm Tam " |3}‘J' )( ;|E|
32-33 2 RX Power High Alarm 1394 -3dBm
34-35 2 RX Power Low Alarm 0003 -33dBm
36-37 2 RX Power High Warning 0F8D -4dBm
38-39 2 RX Power Low Warning 0006 -30dRm

[RRRFR R HtSFP-1G-SX¥RTX Power & RX Power'nf‘ﬁﬁ":“ﬁﬁﬁi_n%{ﬁ g e, Aruba 3810 3Zi%gd
ZEfEReal ValueSZZHER - TERISE / HIEPEIERE ]

Aruba 2930
& o POE i3

BEFIREBREE
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NETCenter OID Monitor

Cisco Digital Optical Monitoring - DOM

NETCenter > Fault > Task Monitor

ICMP Monitor TCP/URL Monitor Express Ping Database Monitor OID Monitor

Task Group Gbic Monitor Task List
(o[ e (o [
search Choose # Task Name Target Host Task Status Status oD Result Last Resuit Time

1 B1-1/0/1 TX 10.1.73.254 running Normal 1.3.6.1.4.1.9.9.91.1.1.1.1.4.1078 -23 2023/05/03 16:58:2:

Gbic Monitor Setting

2 B1-1/0/1 RX 10.1.73.254 running Normal 1.3.6.1.4.1.9.9.91.1.1.1.1.4.1079 -28 2023/05/03 16:58:2:

3 B1-3/011 TX 10.1.73.254 running Normal 1.3.6.1.4.1.9.9.91.1.1.1.1.4.3198 -25 2023/05/03 16:58:2:

Import Set Data Export

(@]

0

0]

0 4 B1-3/0/1 RX 10.1.73.254 running Normal 1.3.6.1.4.1.9.9.91.1.1.1.1.4.3199 -28 2023/05/03 16:58:23
0 5 2F-1/0/2 TX 10.1.73.254 running Normal 1.3.6.1.4.1.9.9.91.1.1.1.1.4.1084 -28 2023/05/03 16:58:23
@) 6 2F-1/0/2 RX 10.1.73.254 running Normal 1.3.6.1.4.1.9.9.91.1.1.1.1.4.1085 -23 2023/05/03 16:58:23
0 7 3F-1/0/3 TX 10.1.73.254 running Normal 1.3.6.1.4.1.9.9.91.1.1.1.1.4.1090 -23 2023/05/03 16:58:23
0 8 3F-1/0/3 RX 10.1.73.254 running Normal 1.3.6.1.4.1.9.9.91.1.1.1.1.4.1091 -28 2023/05/03 16:58:23
@) 9 3F-3/0/3TX 10.1.73.254 running Normal 1.3.6.1.4.1.9.9.91.1.1.1.1.4.3162 -19 2023/05/03 16:58:23
0 10  3F-3/0/3RX 10.1.73.254 running Normal 1.3.6.1.4.1.9.9.91.1.1.1.1.4.3163 -28 2023/05/03 16:58:23
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) SFPY{EEINZESIZE4E4H-SNMP OID Monitor Q

BEEEE
’ Mo

-

N ,enter Dashboard

NETCenter 3 Alert Event  DBMonitor  OidMonitor  Note

otal A
Total 777| A

B38(s) (15 () Alet Sounds

|~ Device_1
Event History )

Task Name Target Host olo Record Time (
» Device_123 @ 172.25.10.253 136121110 2023/06/01 12:01:40 O W |
» Device_23 § 172.25.10.253 136121110 2023/06/01 12:01:40 O W
V¥ Device_1 o 172.25.10.253 1.3.6.1.4.1.92.1.58.0 2023/06/01 12:01:40 ®
| MENE: (@HE 80D EREHREE REWM: 2023-06-01 10:19 BFHIRE: Created
|
RENE: @MHoid_test! OIDKIRMMENS  REMM: 2023-06-01 10:22 BHRAE: Created
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DNS Monitor

9]
EEEEE
Monitor

1 e — :

N —_———e—e— e — —

Ve ~N
i BE |
| == I
w |
i Root éerver i
I - ] = o ooy >
| | BEREBRZERER SREIVE
- = . . | (BB Al NETCenter BBtH%
e —t =] === = m m ~ N e
- == EE |t DNs @B - e
— | f—q —] < | - o s
et | Locsl NS o | DNS Server RERBENENX
www.example.com | ever | Domain Name Z{&8Y IP address &5
I I 20 J =] - 3]
| | FRERERBREH VAL -
N | 55
NETCenter | "EHES |
!‘2\'_'" DNS l “example.com” :
@G Monitor '\, DNS Hosted Server/
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DNS Monitor

IDINSHVIGRIEEN

ETContsr  >ENWA  >DNSHHER
FQDN Lookup.
m 0 REBEW DNS Server IP Server Name " BiEREN
Group Name-1 [ 5] m) 8844 google.com [ ] 202210/22 15:48:57 -
v Group Neme-2 [+ ] M Nameos @ €@ 103.102.166.224 en wikipedia org o0 202211018 12:11:30 -
Graup 3 o o 1234 eoe 2022110722 18:41:54 -
Group Na-223).. .
o P © s ro— oo PR
; E Office-ADD11 [ ]
D N Sn\l:l % === tt ij. ) # ®mM FQDN B wE s BERITEIN
Office-A0012
o % 1 @ hinetoet e Q 2022110125 15:48:57
Office-A0013 [ » ]
yahoo.com I o G 2 @u Q 2022110121 06:18:07
. ) 1 e Q 2022110722 15:48:57
Office-ADD15 (s ]
m]
o314 Bz /] Google * Q 2022110022 15:48:57
- -_—_ . e ~
746.143.25 74.6.143.25
74.6.143.26 746.143.26
1079:08D3:6ED4: 1D71:414B... o0 2022110723 14:01:19 -
746.231.20 7456231.20 ©
2345 74.6.231.21 = =

8844

sl 1 i1 «  AUHIRIEINEE (Pharming) FISEENAHKAYAR IS 218 248 (DNS) tREX - 1L
192001 FEEEREHEE LEHRBNESRIE - $EAZERHRE/NMAL -

- BNESECIEARE 2B EMREE (DNS) - R —EBEMMEE - 2REAE
2 : DNS Sever IP/ FQDN - Alive Testing - Status - &#f[EI R -

- AR L "DNSHEREFELEY ) - AFEEHKEEELEREERFEE
ItE - HE=EABT U BFRERY - HIRFRBULEE -

/ « DIEWMEANZR "E&K, - THERL  BITRE . —BT% -
- DNSEZIEER ZEBRESTTHRARLERECEENR -
N PEYERSS
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E#HE) - 2IERAW Data#i7<6
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CPU Memory Disconnect
Utilization Utilization Report

AN
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Utilization
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NETCenter > H&E# >
A | @0
o

[ | SETH | ZAEMN | REER

MBRARTA

At

R e 15
- — EWW: =

i . EWER AP QRIS mist | ETLT | 1058 [ mmaEm e B
S ¥ el
o B RHERERE - IP Address  FihE - BUSE - BIBBARAE - FFSREIEE
S m R [RERIR] R - IEmARHEEAREMERR
- m R (HERE] - [HEEZA] - (FEUE] —WRUDWESEEEREERESE
Lo W R [ERIERAR] B - ST ARBEAARRZ(Normal ~ EOS - EOL)
m REBERXLS - CSV)E L INEE

70

BECEHEERSHH

15:08:30 16:46:12

BEERE | 108 Ex mE | HEEH | mzmm | szesl | meas [ sEmeE] ERFE BURAE | SnE6EE | EFRnEaEE | smrlupERunningthd
Cisco 2960/+/G 15.0(2)SE8 call  Ws-C2960 EEEE 2021/07/01-  RWLST EOS  FOC2051Z1CH 2021/08/13 2022/07/11  2022/07/11 #8
Manager ~ C-8TC-L 2023/06/30 10:30 16:44:00 16:44:00
Cisco 3850 03.06.05E Other  WS-C3850- FOC212714Z) 2021/08/13 2022/07/11  2022/07/11 88
48T-E 10:30 16:44:25 16:44:25
Cisco 890 c890-universalkd-  ASR1000 CISCO 892 FGL183124R4 2021/08/13 2022/07/11  2022/07/11 £
mMz.152-4.M6.bin 10:30 16:45:05 16:45:05
Cisco 3850 Gibraltar 16.12.05b Router ~ WS-C3850 FCW1912C0CD 2021/10/13 2022/07/11
11:10:57  16:45:30
B RIREITISRE - REEGIRE
| ol =] 7 ol [=] E 2021/10/13 2022/07/11
E ;:E = I + ~ 5 . . . 11:10:57  16:45:30
n ;iEL\H!%ﬁ’ﬁIjJ{E{ﬁHWFEﬁ N Startupf}iRunnlngttﬁﬁ(CISCO On|y) VQ  2022/06/07 2022/07/11
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NETCenter > ZZEE > EESRLIBER
I - - ]
202278 E 08v: v Syslog Device Status
— I Interface Status
[z @ v v sexs  [harbonnr s
Perfomance Query 10HP Montor
;’c;‘”"m“;mm( TCPIURL Moritar
Senver Monitor % e Qulty
- -
o NONE v
Ee e e -
. %5105 B -BEE o SRR S EEs5E (M0v BHE
8 [ Cosed
A i B o s S
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@ L1093 2002/07/08 = TCOURL Monitor BBZ  TCPPort  TCR/URL 172.25.10.214:8888 RoM 2022/07/08 2022/07/08 1430% Closed | & T ©
09:50:55 Moritor  Moritor 09:58:25 09:59:55 (Auto) |2 | View
BKSW ) » 022k ig6 112 13 14 15 16 17 18 19 20 2 . E=
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BNEY RESE EXRER T

[
set Re . l

NETCenter o
NETCent Z%%ui
gy SREmEm

Emailizes

NETCenter 2{CRBIBHRKRERRH
’ AKRIEEZEBLRE @ - AE - Task - EHHE)
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0O 2 @D Core GPU Schedule 2024/04/24 17:05:00

0 3 @ infpdftest 2024/04/24 09:26:29

0 4 @ sysLoc 2024/04/08 16:41:58

0s Test B3 2024104123 09:33:13
il Stor: % 3

0 6 @ TestDevPd

2024/04/25 10:59:01

0 7 @ Testsche-1 2024/03/25 13:55:15

08 @ Testsche-2 HUMFRE | MemoyMmERTMERE 2024/03/28 14:68:09

00 0|00 0 0 0|0
L AN O LN RN L R BN
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SREBWE NERE Task#i bR
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1 BUNEEESRER
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CpulsageReport_IMMEDIATE._cpu-mem-al-5)5 2535 %_20240130 1122.xlsx

c _IMMEDIATE 3850-ENFS WA TE_20240130 1120.xlsx

2024/01/30 11:22:08

2024/01/30 11:22:08

2024/01/30 11:20:17

(] MemoryUsageReport_IMMEDIATE cp

850-20)5 i 1475 _20240130 1120.x18% l

. SCHEDULE. bxrals-redbx_20240130 0000.xdsx 0] /RS {E 2R

[ Network

O MemoryU: t_ SCHEDULE 5_20240130 0900 xisx.

() CpulsageReport_SCHEDULE _cpuxis-cputxis_20240130 0900.xlsx

2024/01/30 11:20:17

2024/01/30 09:00:04

2024/01/30 09:00:02

2024/01/30 09:00:02

WERTEH

N @uatn33

NETCerter THE SYSCOM GROUP



75

LOG:%EE% FI:HNL.\K

Log#C %
Log Record

B

=Q

Device Access Windows OS
Audit Record

B tEfHT - HEE&ZEX
EisaSH SRR ER - HEHRES
o] 53] & 18HI#YSyslog EE¥iKeyword - 2{£ 5
ZEFHRERRIERERIFLE

D EREN

THE SYSCOM GROUP



76

Log#c &%
Log Recor

Al - Al
b 2022/8/10 Syslog
e e P
ZRED 2022/8/11 e Topology Moniter
B @ EFEE Performance Query SEED Interface Performance . s
e B R BRI
B TCP Port Mo TCP/URL Monitor A 0 HsT
s ort Monitor Interface Quality ==
= A Server Monitor 7 Intarface Errors ﬁﬂ Fﬁ ;:b =] H:’: Fﬁ
( ) Al llll:l <318 <TREHST (B
created
I . Opening ERA Al v
| i B Processing
Closed
Closed (Auto) ™
= v |&E 158 &
B = ETEE BT E e ErT: Bl T T
I: 2414575  2022/08/11 EHRE4: [EE8E SHES : LINK-3-UPDOWN EHE%E : 3850-  Syslog LINK-3- 172.25.10.254 3850- FEEEs | 2022/08/11 2022/08/11 37 Closed | 12 | |-
08:05:56 NETCenter.NETCNETER Z#=&f5 : 2022-08-11 08:05 IP/URL : UPDOWN NETCenter.NETCNETER 08:05:53 08:05:56 (Auto) | 78 || View
172.25.10.254 FE : <187>725: 3850-NETCenter: Aug 11 GigabitEthernet1/0/43
08:01:06.956 GTM: %LINK-3-UPDOWN: Interface
GigabitEthernet1/0/43, changed state to up :1660176356593
:172.25.10.254
I: 2414560  2022/08/11 ‘EHEE : [EEEE SHEE : LINK-3-UPDOWN EHE%E : 3850-  Syslog LINK-3- 172.25.10.254 3850- 2022/08/11 2022/08/11 3% [Closed | | I
08:04:55  NETCenterNETCNETER B8 : 2022-08-11 08:04 IP/URL : UPDOWN NETCenter.NETCNETER 08:04:51  08:04:55 (Auto) | 73 || View
172.25.10.254 H5 : <187>710: 3850-NETCenter: Aug 11 GigabitEthernet1/0/43
08:00:05.468 GTM: %LINK-3-UPDOWN: Interface
GigabitEthernet1/0/43, changed state to up :1660176295110
:172.25.10.254
I: 2413536 2022/08/11 fEEE{r : dbtest EHF4E2! : Database Monitor BEEE : Database Database 172.25.10.182:5678 dbmaker 2022/08/11 2022/08/11 307 KClosed
07:18:10 dbmaker 5™  £2022-08-11 07:17i3EE< . Bi5E Monitor Monitor 07:17:39 07:18:10 (Auto)
0:00:30 IP : 172.25.10.182 Port : 5678 HE : Page & I/O Read
Hit Ratio %8 [F = EZFIEEIS%
— -
[ EREEREDIE - FRAMNSHEPER  BRIABRFHEEZR
I-ViewIhgEiS S EJ L e BE HES]
p— -— — — — - —
SEE ] B GE] SHEER SHER ELTi EL ENEhEE &
I: 2414575 2022/08/11 08:05:56 |FEFAE(T : BE/EHISE 43R : LINK-3-UPDOWN B EE : 3850 Syslog LINK-3- 172.25.10.254 3850-NETCenter NETCNETER |2 /Z 25 3%
[NETCenter NETCNETER E2:£F5/] : 2022-08-11 08:05 IP/URL : 172.25.10.254 318 - UPDOWN (Auto)
<187>725: 3850-NETCenter: Aug 11 08:01:06.956 GTM: %LINK-3-UPDOWN: Interface
1/0/43, changed state to up :1660176356593 :172.25.10.254
I: 2414575 2022/08/11 08:05:53 |EAE(T : BESE S4EE | LINK-3-UPDOWN BHEE : 3850- Syslog LINK-3- 172.25.10.254 3850-NETCenter NETCNETER B E i Closed
NETCenter NETCNETER Z22557 © 2022-08-11 08:05 IPURL : 172.25.10.254 55 ¢ UPDOWN (Auto)
<187>724: 3850-NETCenter: Aug 11 08:01:04.359 GTM: %LINK-3-UPDOWN: Interface
GigabitEthernetl/0/43, changed state to down :1660176353035 :172.25.10.254
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Log#c &%
Log Recor

e 2022/8/11 & 2022/8/11 &
R Oall Oalert Olcritical OError
e | &
2 Owarning ONotification [JInformational [JDebugging
Syslog Bi#= NONE v | | ES |
AND v | ( 92.168.1.% )
AND v | [ EEXEXSER
1-50, # 568 v |Z@S0HS
25 EThE EEse  [Fean [xuee [z
2022/08/11 <190>5271: 3850-NETCenter: Aug 11 15:38:24.470 GTM: %SYS-6-LOGOUT: User syscom has exited tty session 2(172.25.10.215) Informational 172.25.10.254 3850- [EEEE
15:43:14 :1660203794150 :172.25.10.254 NETCenter. NETCNETER
2022/08/11 <188>1702: Aug 11 07:43:01.446: %IP-4-DUPADDR: Duplicate address 10.1.51.217 on Vlan51, sourced by a600.7619.130e :1660203785454 Warning  172.25.10.252 2960POE Other
15:43:05 :172.25.10.252
2022/08/11 <188>5270: 3850-NETCenter: Aug 11 15:38:12.802 GTM: %IP-4-DUPADDR: Duplicate address 10.1.51.212 on Vlan51, sourced by Warning  172.25.10.254 3850-
15:43:02 2600.7619.130e :1660203782753 :172.25.10.254 NETCenter.NETCNETER
2022/08/11 <189>5269: 3850-NETCenter: Aug 11 15:38:11.640 GTM: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: syscom] [Source: Notification 172.25.10.254 3850- EERE
15:43:01 172.25.10.215] [localport: 22] at 15:38:11 GTM Thu Aug 11 2022 :1660203781320 :172.25.10.254 NETCenter. NETCNETER
2022/08/11 <188>1701: Aug 11 07:42:53.330: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernet1/0/17 (40), with Warning 172.25.10.252 2960POE Other
15:42:57 3850-NETCenter. NETCNETER GigabitEthernet1/0/4 (1). :1660203777339 :172.25.10.252
2022/08/11 <188>5268: 3850-NETCenter: Aug 11 15:37:55.040 GTM: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on Warning 172.25.10.254 3850~ EEIE
15:42:44 GigabitEthernet1/0/4 (1), with 2960POE GigabitEthernet1/0/17 (40). :1660203764722 :172.25.10.254 NETCenter.NETCNETER
2022/08/11 <188>1700: Aug 11 07:42:30.639: %IP-4-DUPADDR: Duplicate address 10.1.51.217 on Vlan51, sourced by a600.7619.130e :1660203754640 Warning  172.25.10.252 2960POE Other
15:42:34 :172.25.10.252
2022/08/11 <187>5267: 3850-NETCenter: -Traceback= 1#ba008b38c9b224fea700b315a6078476 :552F8000+25E5D4C :552F8000+2BEC750 Error 172.25.10.254 3850- [EEEE
15:42:33 :552F8000+2BEC800 :552F8000+2BECA34 :552F8000+2BED850 :552F8000+2BEF824 :552F8000+2BF00CC :552F8000+3203114 NETCenter. NETCNETER
:552F8000+320330C :552F8000+31FEEQQ :552F8000+162BE04 1660203753265 :172.25.10.254
2022/08/11 <187>5266: 3850-NETCenter: options=none -Process= "IP Input”, ipl= 0, pid= 235 :1660203753264 :172.25.10.254 Error 172.25.10.254 3850-
15:42:33 NETCenter. NETCNETER
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mmEm [2022/8/8

#2 [Loginjout v |
ERELE

100 ~ |2022/8/11

EwEE
EAIP

[z=rorgz | za8csvEs | z=aExsEz

© @ (1-15, %757 ~v|EEISES
B [emzan [gA1e [wrszm/mesE |za=e [z [Fans
2022/08/11 15:46:22 Admin 172.25.10.123 Login/out Login success.
2022/08/11 15:46:22 172.25.10.123 Login/out Login token is invalid.
2022/08/11 15:46:14 172.25.10.123 Login/out Login token is invalid.
50l |EREEE |BAIP |mngazisa/ o2 2w T = [Er e
2022/08/10 08:36:01 Admin 172.25.9.12 Alert Setting User Admin update alert profile tttt settings, please check log by reference key
65117424-b374-4061-b7f8-380046024ecd.
2022/08/10 08:35:51 Admin 172.25.9.12 Alert Setting User Admin update alert profile tttt settings, please check log by reference key
d9255e83-bc8c-48a4-99a8-ddad8edc316¢.
2022/08/10 08:35:46 Admin 172.25.9.12 Alert Setting User Admin update alert profile tttt settings, please check log by reference key
fcfad765-5a7b-4e9c-affa-21da50ec24as5.
2022/08/10 08:35:37 Admin 172.25.9.12 Alert Setting User Admin update alert profile tttt settings, please check log by reference key
bf@8aba0-4579-47c8-8993-a7fcd7e5a0dd.
2022/08/09 09:10:49 Admin 172.25.9.12 Alert Setting User Admin add alert profile tttt recipients, recipient YE/YE_Chen@syscom.com.tw.

E =B i
ﬁﬁﬁ% LOGIN | OUT #28%
OSH&ZM%
?El = /F(W E_C?Szgﬂ ,-\1:1

ﬁl:%T:‘{*}'Lr—‘—'
== X AL

R -

A% R AHRG

FEENACER

RO ER

EB iR

B4R

Log#c &%
Log Recor

N @zusm s

METCerter

THE SYSCOM GROUP m



79

ERPOERCRMEE

D ER G

THE SYSCOM GROUP

33



80

mEERNEEE

(Computing &Storage & Networking)

nnli E T:X?E;E#:;E‘Hﬁq

A_

—aiRRERE

B.E¥ KEMNE R /O EHEF
.,m/iﬁxﬁlﬂﬂﬂ

AR R E

rh
==

% 1019925089 - gMAXSS
W saoREsEER

A7 E

HEZEHEAE
ZREEFMREFIREE

o)
al 1¥ae «-‘\gqf_‘;:r%k-‘% - 2
R B TR A Ine m!}‘.ﬁ,‘ qs
v '3
- wa g
s R % ny RRGRN  #RAF R
pesc ® 2] G et b Zemn
& -EXTRA-FIAOL AR OuddgliypesV3 *®
. i) ARua OdlelineV) P
EyRem——r— - o) OtlggineVs P
B u T T T . ottinets @
3s eSS 0. 1 L] ‘ i e axns Odlinets @
3 P = LR R LU L e oiginets  ®
2 " ‘ SRNE OV T )
™ | P Olgipev2 @
axun Odigipet @
T T e P oM @
P odigipet @
Gy IOGSIFTMNIE (i IOREESTAANZN £ WA -pl M -Te -3 -1 e ] Odlipe: P
~ e Cldy R EIRIAENID 18] ] LoV ®
SR Outlgfiyper¥2 Ll
EaE a swan  omummn @
sxan Odipett @
s odiginant @
pry Otiginans @
P osMginaTs @
aan ol @
- Py Oigineant @
| @ AR OdMlinets P
[ oML Py ol @
x P L
, rowsco anns Ol @
o P osiginan @
a -xn HEBY ~ Gl WSS 188 1PN Y nioeed Mg
3 3. rorwore @uie Py Olginerl @
3 a0 @nte caus Oty @

U—8—a&aVM
ERRETEE

L]

ER{E&R4
V_i_r‘tualizatign

D EREN

THE SYSCOM GROUP



> =

==

VMWare ERTERE

(E{FERmEET)

= Docke
= Windo.
m VMwar.
= OpenW.
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Aruba..
€9800.
ESD-W.
m NETCe..

(EEEEHT)
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DERTAEET
QAT E R IEER

516.17 GB

G9800CL_1
72.25.10.
13_wayne
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208.17 GB
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Virtualization
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ESDWSUS-172 25 10 NHCE"[WQ 25.10.214%21AdminiSralor%2isyscom@123%21vita C:\
58.41

NETCenter-172.25.10. 224

VMware vCenter Serve
C9800CL_172.25.10.13_wayne /bootflash
C9800CL_172.25.10.13_wayne /varied

Docker Management /boot

VMware vCenter Server Appliance /boot
ArubaMM1_172.25.10.14_wayne_85011 /mnt/disk1
ArubaMM1_172.25.10.14_wayne_85011 /mnt/disk2
ESD-WSUS-172.25.10.61%2fadministrator%2fsyscom@123 C:\

0.6 05

0.3

0.1 0

= C9800CL_172
Docker Mana
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VMware vCent

= NETCenter-17
Windows Ser
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VMware vCenter Server Appliance /storage/log
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Per VM EEFEERARRE& B ZIRIEF S (Drill-Down 148)

vCenter +ESXi +VM #&
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Virtualization

BS

1P~ MAC ;w Izll.
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VMware ESXi 7.0.2 build-17630552
Dell Inc
PowerEdge R630

718P182

Intel(R) Xeon(R) CPU E5-2680 v4 @ 2.40GHz (14 Cores)
Intel(R) Xeon(R) CPU E5-2680 v4 @ 2.40GHz (14 Cores)

=42}

25591 GB

27878

FREMNE 2
vCenter/ESXiiBE&E

Rt

B/ EERS

L]

ERERA
V_i_l"tua"Zati?_n

D EREN

THE SYSCOM GROUP



86

B B = 1 L 15 A % A

i

PNIC#ffERYVSwitch & VLAN

-
ERERA

Virtualization

== oo

BB

Dbmaker-1-172.25.10.1...

Dbmaker-2-172.25.10.1...

Dbmaker-3-172.25.10.1..

Dbmaker-4-172.25.10.1..

%er-5-172.25.10.1...

i E—— VLAN-172
172 1 ‘*‘7 ‘ 7i|
- Uila-Monitor-172.25.10.2....
= B wayne-LAB-V30
172 8 =1 E:Z-EIE%
P ESD-1-V20
172 6 J1 E‘E
L NETCenter-1-V50
AILVLAN

FREEVLANZ E3EVM

EIEARER
RigEHENTE

l —

VSuichD

BIGP VE 131330086,

Dbmaker-1-172.25.10.180%2fadministrator%.

Drops

Packet Errors
4 s5kBis || @ 4KBIs

Multicast

FRERVMTE

ETE ZVME R
VLANFIVSwitch

FHRBAVMIEE

54 267

H AR

D EFER

THE SYSCOM GROUP



— HEREEE
' FHFAAERRE
i} & _—

A&

1 EREEEE sa  mm
2 ERREEEE sx  mE

3 EFHEEIR AR

ERMEENE
MR HUseri€FRIENVM
BERERBER

ERgERE i

98 4 L]

————

E#H4RE - BT
REEHPMER S

87

-

ER{E&R4
Vi_rtualizatign

DBETN 53

THE SYSCOM GROUP



88

VMPEE S 2L BE

&3 (CPU/ MEM/ Disk &&H)

Report list Graphic
B 5 & E
=) S

2021/11/11 - 2021/11/11 a
EE] REES

O 172.16.230.15

172.25.10.201
] NETCenter-172.25.10.213%2fAdminis
[ NETCenter-AD-172.25.10.211%2fAdm|
[ SRV-2016-AD-172.25.10.200-wayne
[] Wen_10.1.51.1_172.17.2.251%2fCent
Dbmaker-1-172.25.10.180%2fadminist
Dbmaker-2-172.25.10.181%2fadminist

Dbmaker-3-172.25.10.182%2fadminist
Dbmaker-4-172.25.10.183%2fadminist!
[J] Dbmaker-5-172.25.10.184%2fadministi
[] NETflow-172.25.10.218%2fAdministrat
[J Docker-Ubuntu-Jerry
CPPM6.8-172.25.10.237-wayne

[J NETCenter-172.25.10.219%2fAdminist
[] NETCenter-172.25.10.217-%2fAdminiti
[] NETCenter-172.25.10.208-CentOS 7 d
[ 1SE2.6-172.25.10.11-wayne

[] ArubaVMC1_172.25.10.80_wayn_850°
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i

09.00 000 100 200
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